Labor Category:  Senior Consultant

General Experience:  Advanced degree and 10 years of relevant experience.  Relevant experience includes experience in managing teams of professionals with generalized and specialized expertise in information management, and direct experience in work efforts involving the delivery of information and information technology services.  Information and information technology services include systems planning and management, integration management, functional requirements analysis and modeling, systems analysis and design, business process reengineering, systems life cycle management, system testing and evaluation, system implementation and data management.

Functional Responsibilities:  Plans, organizes, staffs, directs and manages performance of work associated with one or more task orders within the relevant subject matter domain of the project and the Principal Consultant’s practice area.  Fully responsible for providing technical guidance and expertise to project staff, and ensuring that the methods, tools and techniques applied in performance of the work represent the state of the art.  Responsible for monitoring the technical quality of work products, ensuring that delivered products meet quality standards.  Substantially contributes to product content.  In coordination with the contract and task order management, plans work efforts, ensuring that schedules and budgets are appropriate for accomplishment of project objectives; and directs the work efforts of project staff.  Interfaces with customers in providing consultative advice in areas of expertise.  Provides the expertise to conduct systems security analysis, certification and accreditation, integration of secure products, security test and evaluation, or development of complex information systems that will meet the assigned security requirements.

Minimum Education:  Masters Degree in a field appropriate to the specialized area in which consultation is required.

Labor Category:  Senior Network Specialist

General Experience:  Must have five to eight (5-8) years of experience in designing, installing, maintaining, and coordinating the use of local area or wide area networks (LAN/WAN).  Must have some experience with evaluating hardware and software, including peripherals, output, and telecommunications equipment and with evaluating LAN/WAN hardware and software, including switches, routers, and CSU/DSU.  Certification as a network engineer is highly desirable.  Has limited project management experience.  Must have experience with technologies such as ATM, FDDI, LAN, and network protocols in an enterprise network.  Must have experience implementing network security systems using standards such as S/MIME, Secure Socket Layer, IPSEC, Virtual Private Networks (VPN) and Public Key Infrastructure.

Functional Responsibilities:  Designs and installs networks, including infrastructure hardware, software, and overall project management.  Negotiates with vendors and interfaces with senior client managers.  Configures and troubleshoots servers, routers, and hubs.  Trains users.  Troubleshoots complex problems.

Minimum Education:  A Bachelor’s degree from an accredited university in computer science, information systems, engineering, or other related scientific or technical discipline.

Labor Category:  Network Specialist

General Experience:  Must have three to five (3-5) years of experience in designing, installing, maintaining, and coordinating the use of local area or wide are networks (LAN/WAN).  Must have some experience with evaluating hardware and software, including peripherals, output, and telecommunications equipment.  Must have knowledge of network management tools and techniques.  Must have experienced at measuring and reporting network performance.  Must have experience implementing network security systems using standards such as S/MIME, Secure Socket Layer, IPSEC, Virtual Private Networks (VPN) and Public Key Infrastructure.

Functional Responsibilities:  Enforces security procedures, installs network software, and manages network performance.  Troubleshoots and resolves routine problems.  Implements and coordinates network policies, procedures, and standards.  Trains users.  Generally responsible for maintaining moderately complex networks of 25 to 100 nodes.  Configures and troubleshoots servers, routers, and hubs.  Provides technical support in evaluating and resolving network and processor problems.  Responsible for the design, configuration, and implementation of networks.

Minimum Education:  A Bachelor’s degree from an accredited university in computer science, information systems, engineering, or other related scientific or technical discipline.

Labor Category:  Consultant

General Experience:  Recognized expert in the field as evidenced by past performance, publications, or patents, and 8 years of progressive experience in the application and development of systems in the area of specialty.  The specialty my relate to a variety of development or support functions that require special expertise, because of the degree of complexity, impact on mission, or novelty of approach.

Functional Responsibilities:  Primarily responsible for advising on the proper approach to the solution of a highly complex functional problem for a major customer hardware/software system, or the design and development of a major new system, or total redesign of an existing system.  Provides the expertise to conduct systems security analysis certification and accreditation, integration of secure products, security test and evaluation, or development of complex information systems that will meet the assigned security requirements.

Minimum Education:  A minimum of a Bachelor’s Degree in a field appropriate to the specialized area in which consultation is required.

Labor Category: Security Analyst II

General Experience:  Has at least three (3) years of experience in developing security requirements and writing performance specifications for network engineers. Capable of performing risk analysis for large systems and write operating procedures. Must have knowledge of the advantages and disadvantages of various hardware and software products.

Functional Responsibilities: Develops security requirements and performance specifications for network engineers and application designers to use in the design and implementation phases. Develops operational procedures for users and staff who will be system administrators. Frequently provides a rationale for the selection of specific products used to meet requirements and specifications. Generally works in projects that implement emerging technology, are mission-critical for customers, and represent significant customer investment. May provide work leadership for lower level employees.

Minimum Education:  A Bachelor’s degree in computer science, information systems, engineering, or a related discipline.


Labor Category: Security Analyst III

General Experience:  Has at least five (5) years of experience in developing security requirements and writing performance specifications for network engineers. Able to perform risk analysis for large multi-user systems and write operating procedures. Has knowledge of the advantages and disadvantages of various hardware and software products. Other experience may include electronic commerce, information system architecture development and design, physical security, personnel security, contingency or continuity of operations planning, quality assurance, configuration management, systems analysis, or information systems management

Functional Responsibilities:  Provides technical support for development and review of  information security management procedures,  product analysis and  studies, risk management, and support for secure software development tasks. Reviews work products for correctness, adherence to the design concept and to user standards.  Conducts risk assessments and vulnerability testing.  Applies knowledge of system security to provide recommendations for security policy and procedures. Reviews and recommends technical and functional solutions to customer problems based on an understanding of the client’s business, operational and regulatory requirements.

Minimum Education: A Bachelor’s degree in computer science, information systems, engineering, or a related discipline. An advanced technical degree may be substituted for up to two years of experience.
 
Labor Category: Network Engineer II

General Experience:  3-5 years of experience in installing, configuring and supporting local area or wide area networks. Working knowledge of telecommunications protocols. Experience in measuring and reporting network performance. Knowledge of LAN and WAN media (copper, fiber, frame relay, ATM, fiber channel, etc.)

Functional Responsibilities:  Enforces security procedures, installs network software, and manages network performance. Troubleshoots and resolves routine problems. Trains users. Configures and troubleshoots servers, routers, and hubs. Provides technical support in evaluating and resolving network and computer problems. Applies vendor upgrades and patches to network devices, servers and workstations. Documents network topology and produces “as built” drawings and descriptions.

Minimum Education:  A Bachelor’s degree from an accredited university in computer science, information systems, engineering, or other related scientific or technical discipline.  


Labor Category: Network Engineer III

General Experience:  5-8 years of experience in designing, installing, maintaining, and supporting local area or wide area networks. Experience in evaluating LAN/WAN hardware and software and telecommunications equipment. Task management experience. Multiple network technologies such as ATM, frame relay, Fiber Channel, VLANs, TCP/IP, major network Operating Systems, and routing protocols in an enterprise network.

Functional Responsibilities:  Conducts site surveys. Implements and coordinates network policies, procedures, and standards. Installs and configures network equipment, including infrastructure, hardware, software.  Configures servers, workstations, routers, and switches. Manages teams of up to five network engineers and technicians. Serves as a single point of contact with client task managers. Trains users. Troubleshoots complex network problems.

Minimum Education:  A Bachelor’s degree from an accredited university in computer science, information systems, engineering, or other related discipline.

Labor Category: Security Administrator

General Experience:  One to three (1-3) years of experience in information security operations. Familiar with information security infrastructure, such as security policies, procedures, computer user account administration. Experienced with the implementation of information security laws and regulations in daily operational environments.

Functional Responsibilities:  Implements written security policies and procedures on an on-going basis. Reviews activity and access logs. Purges inactive user accounts and activates properly authorized new accounts. Creates user accounts on information systems and networks. Performs routine backup and recovery operations.  Ensures backup systems are functional according to the Disaster Recovery Plan.

Minimum Education:  High school diploma. College courses in Data Processing or Information Systems.
 
Labor Category:  Supervising Security Administrator

General Experience:  At least three (3) years of progressive ADP and/or network experience. At least three (2) years of which must be in information security operations. Familiar with a variety of security tools such as firewalls and intrusion detection systems. Experienced with the implementation of Government security policy directive in daily operational environments.

Functional Responsibilities:   Supervises security administrators. Implements written security policies and procedures on an on-going basis. Monitors network devices, host and servers for suspicious activities. Reviews activity  and access logs. Purges inactive user accounts and activates properly authorized new accounts. Performs routine backup and recovery operations.  Ensures backup systems are configured and functional according to the Disaster Recovery Plan.

Minimum Education:  Bachelor's Degree in Electrical Engineering or equivalent work experience.

Labor Category: Technical Writer/Editor

General Experience:  One – three (1-3) years experience in gathering, analyzing, and composing technical information; and editing technical reports and documents pertaining to all aspects of ADP.

Functional Responsibilities:  Collects, analyzes, and organizes information required for technical documentation and for the preparation of manuals, materials, and reports; edits functional descriptions, system specifications, manuals, reports and other customer deliverables and documents. Edits reports, articles, and software documentation for ADP systems following Government format standards.

Minimum Education:  High school diploma. College courses in English, Literature, or other related discipline.



Labor Category: Senior Technical Writer

General Experience:  Requires a minimum of six (6) years experience in gathering, analyzing, and composing technical information; conducting research and ensuring the use of proper technical terminology; and writing and editing technical reports and documents pertaining to all aspects of ADP.

Functional Responsibilities:  Collects, analyzes, and organizes information required for technical documentation and for the preparation of manuals, materials, and reports; produces and edits functional descriptions, system specifications, manuals, reports and other customer deliverables and documents. Writes, rewrites and edits reports, articles, software documentation for ADP systems following Government format standards.

Minimum Education:  Bachelor's degree in English, Literature, Computer Science, or other related discipline.

Labor Category: Subject Matter Expert

General Experience:  Requires a minimum of ten (10) years of general industry experience, including a minimum five (5) years of specific subject matter experience.

Functional Responsibilities:  Reviews documentation, interviews middle management and technical staff, conducts necessary verification and validation activities, delivers reports expressing expert opinion and providing recommendations on the subject. Delivers presentations to staff and upper management. Facilitates discussions to achieve consensus. Testifies at court hearings providing expert opinions.

Minimum Education:  An advanced (PhD or Masters) Degree in Electrical Engineering, Computer Science, or related discipline.

Labor Category: Principal Subject Matter Expert

General Experience:  Requires a minimum of fifteen (15) years of general industry experience, including a minimum five (7) years of specific subject matter experience.

Functional Responsibilities:  Reviews documentation, interviews senior management and operations staff, conducts necessary verification and validation activities, delivers reports expressing expert opinion and providing recommendations on the subject. Delivers presentations to top level executives. Facilitates discussions to achieve consensus. Testifies at court and congressional hearings providing expert opinions.

Minimum Education:  An advanced (PhD or Masters) Degree in Electrical Engineering, Computer Science, Business Administration, or related discipline.


GSA PRICELIST

Labor Category					GSA w/IFF Contractor Site	GSA w/IFF Gov’t Site
Senior Consultant	$169.26	$165.65
Senior Network Specialist	$140.76	$133.27
Network Specialist	$124.69	$118.17
Consultant	$115.68	$109.53
Security Analyst II	$81.82	$77.40
Security Analyst III	$91.17	$86.33
Network Engineer II	$86.38	$81.79
Network Engineer III	$105.08	$99.49
Security Administrator	$42.74	$40.47
Supervising Security Administrator	$62.34	$59.02
Technical Writer/Editor	$43.30	$41.00
Senior Technical Writer	$76.35	$72.30
Subject Matter Expert	$199.43	$188.85
Principal Subject Matter Expert	$274.31	$260.07

“NOTE:  All non-professional labor categories must be incidental to and used solely to support hardware, software and/or professional services, and cannot be purchased separately.”

